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ABSTRACT  

This study investigates cyber security awareness among students at the UMK city campus, 

focusing on Islamic digital banking. It uses the Theory of Reasoned Action (TRA) as a 

theoretical framework and collects 371 questionnaires. Statistical analyses, validity and 

reliability tests, regression analysis, and the Pearson correlation coefficient are used to test 

hypotheses and explore relationships between variables. For the research design, the 

researchers used a quantitative method to understand the factors influencing cyber security 

awareness. Findings from the study reveal a strong relationship between cyber security 

awareness and knowledge of technology, social media information, internet user 

experiences and internet user attitude. However, the research emphasizes the importance of 

cyber security awareness in the Islamic digital banking sector, highlighting its relevance in 

the context of the Theory of Reasoned Action (TRA). This study contributes to the existing 

literature on cyber security in digital financial services. The study emphasizes the 

significance of cyber security awareness in the Islamic digital banking sector for promoting 

financial inclusion, efficiency, and economic growth. It suggests that evolving cyber security 

awareness is crucial for the sector's continued growth and resilience. 

Keywords: Awareness, Cyber Security, Islamic, UMK, TRA 
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CHAPTER 1 INTRODUCTION 

 

1.1 Background of The Study  

Since the beginning of the year 2000, we have been living in the era of globalisation 3.0, in 

which the Internet is used for almost every aspect of life. The internet makes it easier for 

people all over the world to communicate with one another and gain access to information 

by connecting them to a wide variety of networks, including both public and private 

networks, commercial networks, educational networks, and government networks. Based on   

Demand Sage in 2023, Internet users come from all ages. In 2021, nearly all persons aged 

18 to 29 were connected to the web. Then, according to Statista, there were expected 5.3 

billion internet users in the world in 2022, compared to 4.9 billion the year before. This 

proportion comprises roughly 66% of the entire population of humans. 

People are able to learn anything they want to know through the Internet because of 

the existence of search engine such as Google and Yahoo and video-sharing websites likes 

YouTube. However, according to Rahman et al. (2020), the expanding realm of the Internet 

may also provide problems for individuals who make use of the internet, such as an increased 

risk of fraud, malicious codes, intrusion and many more types of cyber-attacks. Therefore, 

we need to address these issues as soon as possible so that they do not have a significant 

impact. Because of this situation, it is crucial that individuals who use the internet take 

measures to secure their personal information. 

The process of ensure the safety of information and information systems, such as 

networks, computers, databases, data centres, and applications, by implementing appropriate 

policies and making use of the appropriate technology is known as cyber security (Tonge, 

2013). In accordance to Shea et al. (2023), people and businesses use two-factor 
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authentication (2FA) to keep unauthorised people from getting into data centres and other 

electronic systems. A strong cyber security plan can give an organisation or user a good 

defense against attacks that try to access, change, delete, harm or extort private data from 

their systems. Another significant aspect of cyber security is to avoid cyber-attacks that seek 

to destroy or interrupt the operation of a system or device. 

At the tail end of the first decade, the concept of cyber security made its appearance, 

which marked the beginning of the rise in favour of a new language. It had been utilised in 

previous years, but its popularity skyrocketed after President Barack Obama issued the 

following proclamation in 2009: "I call upon the people of the United States to recognise 

the importance of cybersecurity and to observe this month with appropriate activities, 

events, and trainings to strengthen national security and resilience" (Schatz et al., 2017). As 

in Malaysia, the director-general of the National Security Council (NSC),  Datuk Rodzi Md 

Saad, was quoting in the New Straits Times as of September 2022 by saying, “Since the 

cyber security issue is currently the primary concern in the country, people and every 

organisation must be aware of the need to defend our nation from cyber-attacks and 

criminals and work together to create a safe online space”. Based on both proclamations, it 

is proven that the education about cyber security is essential since hacking can occur at any 

location, to anyone, and at any type of organisation or establishment. 

Next, BERNAMA stated that Bank Negara Malaysia (BNM) made an announcement 

on 29th April 2022 regarding the approval of the Malaysian Ministry of Finance (MoF) to 

the consortiums that have applied for and been granted permission to operate as digital banks 

in the country. It has been separated into two groups: those licensed under the Financial 

Services Act 2013 (FSA), which has three licensees; and those licensed under the Islamic 

Financial Services Act 2013, which has two licensees. According to Vulcan in May 2022, 
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there are three of the five consortium that are primarily held by Malaysians which are; Boost 

Holdings and RHB Bank Berhad, Sea Limited and YTL Digital Capital, and KAF 

Investment Bank. This shown that Islamic banks have the effort to digitilise their banking 

system. 

The use of Islamic bank is continuing its rapid expansion in a variety of new nations 

with populations that are generally younger. These clients previously desired very efficient 

and effective digital banking services, but now they anticipate that this will be the primary 

method through which they can obtain services (Bello et al., 2017). An online process that 

extends beyond traditional internet banking is referred to as a digital bank. Customers of 

banks are granted the ability to make use of online and electronic platforms in order to 

acquire banking goods and make use of banking services (Haralayya, 2021). Digital banking 

should be able to perform the same functions as a primary office, a branch office, an internet 

service, bank cards, and automated teller machines (ATMs). In addition, according to Bello 

et al. (2017), there are certain concerns regarding the level of service that may be expected 

from banks who offer digital banking. Concerns have been voiced regarding security, the 

user- friendliness of the platform, the reliability of the information it provides, and the cost 

of services. 

 

1.2 Problem Statement  

Due to the advancements in technology, Islamic digital banking is able to provide their 

customers with better service and a better overall value (Chauhan et al., 2022). This is in 

contrast to traditional banking institutions. As a result of this, Islamic digital banks are 

posing a threat to the business models of conventional banks by providing customers with 

more innovative and personalised service options (Agarwal & Chua, 2020). According to 
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the findings of Pio et al. (2023), digital banks offer a variety of advantages, some of which 

include increased transparency, decreased operational costs, and simplified access to 

information. 

The digital banking or called as online transactions, have become increasingly 

popular in Malaysian organisations since they are more convenience and more secure than 

traditional transactions involving physical cash (Singh et al., 2020). However, there is a 

significant challenge faced by banking’s sector, which is the increasing number of 

information technology applications utilised for digital banking. According to Hussain et 

al. (2017), this leads to danger to the customers' e-security, cyber-attacks on customers' 

profiles, account hijacking, data  message fraud, stealing customers' privacy, and obtaining 

details about their  financial activities without the customers' awareness. 

Source: Statista Research Department 

 

 
 

 

 

 

 

 

Figure 1.1: Number of cyber threat incidents in Malaysia 2022 

 

Based on the figure 1.1, it shows that with more than 4,000 reports, Cyber security 

Malaysia said that online frauds were the biggest cyber danger in 2022. Malicious codes 

came in second, followed by intrusion, spam, intrusion attempts, content related, 
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vulnerability reports and a denial of service. Due to the huge number of cyber threats in 

Malaysia, Minister of Communications and Digital Deputy, Teo Nie Ching recently claimed 

in the statement in the New Strait Times on 17th March 2023 that the Unity Government has 

recognised the critical importance of cyber security and cybercrime. In addition, Unity 

Government is also looking to implement many initiatives to protect its citizens and the 

nation's security. As of the end of February in 2023, there have been recorded 456 instances 

of fraudulent activity. Therefore, according to Teo Nie Ching, this commitment was shown 

in the allocation of RM10 million from the 2023 budget to the National Scam Response 

Centre (NSRC), which will be used to upgrade equipment as well as begin a campaign 

to raise awareness and promote the NSRC’s 997 hotlines. 

In order to mitigate the threats posed to information technology’s security, internet 

users' education and awareness are required (Aloul, 2012). People shouldn't only accept the 

information, but should also put it to use in relevant and useful ways. This is because when 

people are not aware of cyber security, they may face the consequence like losing everything 

of value such as safety, peace, money, and land. Then, as for public and private institutions, 

in the event that they are unaware about cyber security, they will be having a major 

significant repercussion for the financial condition of the companies (Das & Nayak, 2013). 

Hence, in point of fact, the purpose of this research is to determine the level of awareness 

that individuals have regarding cyber security and the factors that influencing it when they 

utilise Islamic digital banking, particularly among UMK city campus students. Therefore, 

we can determine what can be done to make students more aware of the cyber security risks 

associated with digital banking. 
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1.3 Research Questions 

In order to accomplish the goals of this study, it is necessary to find answers to these five 

different research questions. These are the research questions that will be investigated in this 

study: 

1. Does knowledge of technology influence the level of cyber security awareness of the 

Islamic digital banking among UMK city campus students? 

2. Does social media information influence the level of cyber security awareness of the 

Islamic digital banking among UMK city campus students? 

3. Does internet users’ experience influence the level of cyber security awareness of the 

Islamic digital banking among UMK city campus students? 

4. Does internet users’ attitude influence the level of cyber security awareness of the 

Islamic digital banking among UMK city campus students? 

5. Do UMK city campus students aware about the cyber security of the Islamic digital 

banking? 

 

1.4 Research Objectives 

The objectives of this research are to determine the factors that have an influence on the 

level of awareness of the Islamic digital banking system among students at  the UMK city 

campus and to present our findings. The objectives are as below: 

1. To examine the relationship between the knowledge of technology and the level of 

cyber security awareness of the Islamic digital banking among UMK city campus 

students. 

2. To analyse the relationship between the social media information and the level of 

cyber security awareness of the Islamic digital banking among UMK city campus 

students. 
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3. To examine the relationship between the internet users’ experience and the level of 

cyber security awareness of the Islamic digital banking among UMK city campus 

students. 

4. To discuss the relationship between the internet users’ attitude and the level of cyber 

security awareness of the Islamic digital banking among UMK city campus students. 

5. To determine the level of cyber security awareness of the Islamic digital banking 

among UMK city campus students. 

 

1.5 Scope of The Study 

The respondents, who will take part in this research are going to be students at University 

Malaysia Kelantan from Pengkalan Chepa (city campus). This is because UMK is one of 

the IPTA in Malaysia according to Info UPU (2020). There is no previous study done on the 

level of cyber security awareness of the Islamic digital banking among UMK students. 

Therefore, this study chooses the UMK city campus students. Students were chosen as 

respondents for this study because youngsters like students, frequently use digital payment 

methods (Abdul Rais et al., 2022). This is because they seek to benefit from the opportunities 

presented by new and improved payment technology. The primary objective of this research 

is to find out whether or not students at the UMK city campus are aware of the cyber security 

on Islamic digital banking based on their knowledge of technology, social media’s 

information, experience as well as attitude. 
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1.6 Significance of Study 

The study will assist the researchers in determining why students of UMK city campus have 

such a keen awareness of the cyber security risks in Islamic digital banking. This study can 

provide researchers with a clearer understanding of what they need to look into next in order 

to determine the factors that influence the level of cyber security awareness among students 

at UMK. The benefit that students at the UMK city campus are expected to gain from this 

study is the importance of cyber security in Islamic digital banking. Some individuals may 

not fully comprehend the importance of safety when using Islamic digital banking. 

Next, this study will be very beneficial to the Islamic banks that offer digital banking, 

so that they can maintain the customer and employee trust. Customers and staff alike have 

assurance that any information they share will be safe from outsiders on the internet. Banks 

need to aware more about cyber security to secure the data of their customers and employees 

in order to maintain their trust against the bank. 

In addition, internet users will receive the significant benefit from this study because 

if users are aware of cyber security, they will be less likely to trust those who try to defraud 

them. For instance, if they receive calls from someone who is pretending as a banker, they 

already know how to deal with them. This means that they are able to identify either the 

callers are fraudsters or bankers. Therefore, they are also able to safeguard their belongings, 

such as their money and other assets, from being taken by fraudsters. 

Last but not least, this research will benefit the government by increasing awareness 

about cyber security among employees. Governments hold sensitive population information, 

which must be kept confidential. Therefore, regular system checks will ensure the 

safekeeping of sensitive information, indicating a higher level of caution in protecting 

citizens' personal information. This will help maintain a safer environment for sensitive data. 
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1.7 Definition of Terms 

The terms are defined as they are shown in the table that follows:  

 

Table 1.1: The definition of terms 

TERM  DEFINITION  

Cyber security  Cyber security is the process of keeping information and 

information systems like networks, computers, databases, 

data centres, and apps which are safe by using the right 

procedures, particularly when using Islamic digital 

banking (Tonge, 2013). 

Awareness  Awareness refers to the state of being informed about, alert 

to, and otherwise in sync with external stimuli. It also refers 

to the condition in which a subject has access to information 

that can be used to guide a variety of behaviours such as 

avoiding cyber threats through cyber security (Wikimedia 

Foundation, 2023). 

Islamic digital banking A bank that exists solely online, without any physical 

offices.  Their services can only be obtained digitally, and 

mostly through an app (IFG Staff Writers, 2022). Therefore, 

this is the reason why cyber security is really needed for 

Islamic digital banks. 

University Malaysia 

Kelantan (UMK) city  

campus students 

The students who are studying at University Malaysia 

Kelantan (UMK) city campus by pursuing a bachelor's 

degree, master's degree, or PhD. 
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1.8 Organization of The Proposal  

The aim of this study is to find out how many students at the UMK city campus know about 

cyber security of the Islamic digital banking. This proposal's introduction to the study has 

already been discussed in chapter 1. It gives an overview of the study's background, the 

problem statement, research questions, and objectives of research, the study's scope, and the 

significance of research, the definition of terms and the organisation of the proposal. Then, 

it follows by Chapter 2 which pinned the literature review like introduction, underpinning 

theory, previous studies, hypothesis statements, conceptual framework, and a summary of 

the factors influencing the level of cyber security awareness among students. Lastly chapter 

3 looks at the research methods in the introduction, research design, data collection methods, 

study population, sample size, sampling techniques, research instrument development, 

measuring variables, the procedure for analysing the data, and a summary. 
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CHAPTER 2 LITERATURE REVIEW 

 

2.1 Introduction  

The study will explain the dependent variable (DV) and independent variable (IV) in this 

chapter. A literature review's goal is to assist readers comprehend current studies on a topic 

or issue, and to share that knowledge in the form of a written report. A literature review can 

help researchers gain a greater understanding of the topic by providing a more or less 

systematic strategy to gathering and synthesizing previous research (Baumeister & Leary, 

1997). This chapter will cover underpinning theory,      previous study, conceptual framework, 

hypothesis, and conclusion. 

For this topic, an Islamic digital bank is a financial institution that operates according 

to Sharia rules (Aisyah, 2018). An Islamic digital bank does not engage in any of the 

prohibited activities that other banks do. Digital banking uses technology to assure the best 

utility for both the customer and the bank in terms of accessibility, usefulness, and 

affordability (Epstein 2017). For example, dealing with interest or investing their money in 

illegal activities such as gambling. Besides, Islamic digital banking is   evolving to meet 

Muslim expectations. However, Islamic banks are sometimes also referred to as 

conventional banks due to their full-service financial intermediaries (Raza et al., 2019). 

According to Ababa (2018), to gain a better understanding of the use of technology in service 

innovation, particularly in digital banking, it is crucial to consider the service users and their 

perception of the service. Overall, Muslims believe Islamic banks support economic growth 

and contribute significantly to Muslim society's well-being (Raza et al. 2019). With that, a 

review of studies on the usage of Islamic Digital Banking will be discussed. 
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2.2 Cyber Security  

Cyber security is described as a computer-based discipline that protects operations against 

unauthorised access or threat. It includes technology, people, information, and procedures. 

The aim is to reduce the vulnerability to cyber-attacks and safeguard systems, networks, and 

technology from unauthorized use. Cyber security refers to all approaches that aim to protect 

data, systems, and networks from intentional and unintentional attacks, but, if necessary, 

from the lack of preparation for the recovery of this infrastructure (MIT, 2011). Nowadays, 

cyber security has become the latest issue (Dervojeda et al., 2014). Cyber security extends 

beyond data authentication in the IT industry to encompass various other websites and online 

platforms, including cyberspace and similar domains. Furthermore, improving cyber security 

and maintaining proper information systems are critical to any country's financial safety and 

growth. Meeting cybercrime requires widespread and safer practices (Gross, Canetti & 

Vashdi, 2016). Cyber security is about the insecurity caused by and through this new 

environment, as well as strategies or procedures that slowly protect it (Kumar & Somani, 

2018). Therefore, improving cyber security and protecting sensitive data and infrastructure 

is important for every country's security priority (Panchanatham, 2015). 

 

2.3 Maqasid Syariah 

According to to Al-Shatibi (1884), Maqasid Syariah is defined as the achievement of 

goodness, well-being, advantages, benefits and distancing oneself from doing evil, causing 

harm or loss to creatures.           Islamic law is designed to serve the best interests of Muslims, and 

the term "Maqasid" conveys the notion of purpose, objective, principle, intent, and goal 

(Kamali, 2008a). It encompasses the underlying wisdom and knowledge behind legal rulings 

and the intended outcomes of specific actions. The concept of Maqasid al-Shariah highlights 

the significance of wealth within Islamic law. This importance is also relevant to the 
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objectives of Islamic law in matters of finance and business transactions, as well as the 

broader goals of Shariah concerning wealth (Lahsasna, 2009). Islamic   banking must develop 

products and services that are Shariah-compliant, competitive, profitable, and viable. The 

use of Islamic digital banking based on Maqasid Syariah has emerged to meet the needs of 

Muslims in digitizing the products and services of Islamic financial institutions. 

However, digital banking is the process of digitizing traditional banking activities and 

transacting online, taking into account the universal and dynamic conception of Maqasid al- 

Shariah. Hyun-Soo Choi and Roger K. Loh (2020) argue that digital banking has caused 

many banks to limit their physical operations. Referring to the use of technology, digital 

banking enables banking transactions to be done smoothly (Sardana, 2018). According to 

Novi Rifai (2020), the use of digital banking has implemented the elements of Maqasid 

Shariah by offering the value of security to oneself and property (Hifzul nafs and mal) 

through safeguarding the security of personal information and the financial flow of users 

from misappropriation by irresponsible parties. Therefore, the use of Islamic digital banking 

based on Maqasid Syariah has emerged to meet the needs of Muslims in digitizing the 

products and services of Islamic financial institutions. 

 

2.4 Underpinning Theory  

Gregor (2002) defines underpinning theories as theories that are utilized in Information 

System (IS) studies to gain a better understanding of the social environment. The theories 

seek to explain "how" and "why" things occur in the manner that they do. The theory is 

defined differently by various people, and there is no consistent definition (Mouza, 2018). 

Underpinning theories employed in Information System (IS) studies and their utility to 

academics looking for a theoretical basis for their arguments. Information System (IS) 

FK
P



 

14 
 

research has grown greatly and integrated socio-technical frameworks (Gregor, 2006). As 

we all know, the underpinning is any theoretical or background work done on the topic to 

support the research and thesis. The use of theories to support studies is most common in 

qualitative and quantitative interpretative research. A theory is a collection of ideas meant 

to explain anything about life or the world, particularly an unproven hypothesis (Kawulich, 

2009). 

 

2.4.1 Theory of Reasoned Action (TRA) 

The theory of reasoned action (TRA or ToRA) seeks to explain how attitudes and behaviour 

interact in human actions. It suggests that a person's intention to perform or not to perform a 

behavior affects their behaviour, with a higher intention tending to increase the probability 

of the enactment of that behaviour (Ajzen & Fishbein, 1980). Hale et al. (2002) assert that 

the theory of reasoned action is the primary framework used to describe an individual's 

deliberate behavior. It posits that individual attitudes and normative influences, specifically 

subjective norms, play a crucial role in shaping behavior. In essence, the theory proposes 

that an individual's behavioral intentions are influenced by specific knowledge or key 

concepts, with individual attitudes and subjective norms serving as mediators (Madden et 

al., 1992). To put it simply, the theory of reasoned action was the first to argue for a 

connection between internal motivation and behaviour, providing a basis for further research 

into attitude-behavior relationships. In the theory of reasoned action, attitude involves the 

attitude of trust that completing a behaviour leads to a certain result, weighted by an 

assessment of the acceptance of that outcome in the theory of reasoned action (Teo & van 

Schaik, 2012). As a result, the theory of reasoned action identifies the causes of attitude and 

subjective norm, which represent behavioural perceives about the expected results of an 

action. 
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Source: Azjen & Fishbein (1975) 

 

 

 

 

 

 

 

 

 

Figure 2.1: Theory of Reasoned Action (TRA) 

The theory of reasoned action identifies the determinants of attitude and subjective 

norm, which reflect behavioral beliefs about the likely consequences of action.  

In the era of globalization, various attitudes can be seen day to day as a result of 

individuals' exposure to utilizing the Internet. Martin Fishbein & Icek Ajzen (1975) proposed 

reasoned action as an improvement to information integration theory to address people's 

attitudes towards cyber security awareness. This scale examines attitudes related to cyber 

security and how individual employees perceive threats from cybercrime (Hadlington, 2017). 

In the context of internet user experience, TRA suggests that individuals' attitudes toward 

using the internet will shape their intentions to engage in specific online behaviors (Duggan 

et al., 2001). Chu (2011) discovered that Facebook group members have a more positive 

attitude towards social media and advertising. If an individual has positive attitudes towards 

the internet, such as perceiving it as a valuable tool for communication, information retrieval, 

or entertainment, they are more likely to have positive intentions to use it and have a 
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favorable user experience (Van et al., 2021). On the other hand, if individuals have negative 

attitudes towards the internet, such as concerns about privacy, security, or usability issues, 

their intentions to engage in online activities may be negatively impacted, leading to a less 

satisfying user experience. 

Other than that, the subjective the norm is a fundamental concept in the theory of 

reasoned action (Fishbein & Ajzen 1975). It is motivated and a result of an individual's trust 

that certain referent people or groups approve of behaviour. It represents an individual's 

perception of his or her capacity to use Islamic financial services securely. The Theory of 

Reasoned Action (TRA) can be applied to understand the influence of subjective norms on 

individuals' knowledge of technology and social media information (Izuagbe et al., 2021). 

According to Ajzen (1991), subjective norms refer to the perceived social pressure or 

influence on an individual's behavior. In the context of technology and social media 

information, subjective norms can play a significant role in shaping individuals' knowledge 

and behaviors. These norms can influence individuals' knowledge acquisition and 

information-seeking behavior related to technology and social media (Askar & Mazman, 

2013). For example, individuals are more likely to seek information, acquire knowledge, and 

stay updated if their social circle encourages them to use technology and engage in social 

media. On the other hand, individuals may be less motivated to seek relevant information or 

acquire knowledge if perceived social norms discourage or devalue technology use or social 

media engagement (Turner, 1991). In fields such as information technology acceptance and 

information security, the subjective norm is a significant influence on an individual 

behavior. Researchers used this theory to determine factors influencing the level of cyber 

security awareness.  
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2.5 Previous Studies 

The previous study was based on the Theory of Reasoned Action (TRA) which consists of 

four independent variables: knowledge of technology, social media information, Internet 

users’ experience, and Internet users’ attitude. Meanwhile, the dependent variable is the 

factors influencing the level of cyber security awareness.  

 

2.5.1 Knowledge of technology 

In current society, technology has become an essential component that has a big impact on 

many aspects of our life. Previous researchers investigated and defined the idea of 

'technology' from a variety of perspectives, influencing research frameworks, transfer 

agreements, and governmental policies (Reddy & Zhoa, 1990). Technology is related with 

particular goals, solving issues, and accomplishing tasks through the use of skills, knowledge, 

and resources (Lan & Young, 1996). It encompasses not only physical technology but also 

knowledge and information regarding its use, application, and development process (Lovell, 

1998; Bozeman, 2000). Bozeman (2000) builds on Sahal's concept (1981) to argue that 

technology and knowledge are inseparable. In the modern world, technology serves a role 

beyond being a simple tool. Technological knowledge, including the ability to operate 

specific technologies, plays a critical role in integrating technology into the process of 

teaching and learning (Chai et al., 2010). 

According to Bada (2015) and Saizan & Singh (2018), having knowledge and control 

over social media is important. A previous study by Bada et al. (2015) suggested that 

interventions based on theoretical knowledge are needed to change the behavior of social 

media users. Furthermore, a lack of understanding and ignorance about the consequences of 

disclosing personal information makes individuals more vulnerable to cyber-attacks (Das and 

Patel, 2017). Meanwhile, older age groups are particularly vulnerable to cyber-attacks, with 
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no variation in cyber knowledge across age groups, but men tend to have higher cyber 

knowledge than women (Cain, 2018). Knowledge is an important factor in promoting cyber 

security awareness, as individuals feel unsafe online and lack the necessary knowledge to 

protect themselves (Kovacevic et al., 2020). This is because individuals feel unsafe online 

and lack the necessary knowledge to protect themselves. To address this gap, there is a 

common misconception that students are no smarter when it comes to using technology.  

 

2.5.2 Social media information 

As we all know, social media is a computer technology that allows individuals to 

communicate with one another via online networks and communities. Social media use has 

increased significantly in recent years (Leong et al., 2019). It refers to all types of digital 

content communicated to and received from members of our social network via social 

networking websites (Nadda et al., 2015). People utilise social media for a variety of reasons, 

including entertainment, communication and information collecting. However, it also plays 

a role in fostering a sense of connectedness with relevant others, which may help reduce 

social isolation (Twenge & Campbell, 2019). Swar and Hameed (2017) define social media 

as "websites and online tools that facilitate interactions between users by providing 

opportunities to share information, opinions, and interests." It refers to any website or 

application that allows users to participate in social networking activities such as creating, 

sharing, or interacting with information (Piskorski et al., 2016). 

Accessing social media platforms such as Facebook, Instagram, WhatsApp, and 

others has become a regular part of many people's routines. According to Madden (2012), 

privacy is a major concern for users of social networking sites. Benisch et al. (2011) found 

that social media users feel they lack control over their privacy. This is often due to users 
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freely sharing personal information, which can result in privacy violations. Additionally, the 

lack of security knowledge among social media users exposes them to various cybercrimes 

(Hadlington, 2017). Many users are unaware of the security and privacy measures that can 

be implemented on their individual accounts. Yerby et al. (2019) emphasize the importance 

of prioritizing personal information protection on social media sites. Carminati et al. (2011) 

suggest that implementing enhanced access control systems for social network sites is a 

crucial initial step in addressing the security and privacy threats associated with social media. 

In conclusion, social media can be beneficial when used appropriately but can also be harmful 

when misinterpreted. Future research should consider incorporating new elements, such as 

privacy concern, security concerns, trust and awareness on social media sites, into their 

investigations. 

 

2.5.3 Internet users’ experience 

The concept of user experience was introduced by Norman (2002) in the early 1990s. in the 

digital realm, user experience refers to ensuring that websites, mobil sites, or applications 

provide a positive and intuitive interactions for users, avoiding confusion. It encompasses 

the feelings and perceptions users have when using a product or service, typically a website 

or application. This includes all aspects of the end user's interaction with the company or 

service, such as apps, software, products, and websites (Babich, 2017). However, the 

definition of user experience remains open and controversial, even though it is widely 

regarded as a desirable aspect (Law et al., 2009). Users are concerned about privacy and 

data misuse, but there are opportunities to enhance user experience in terms of privacy, 

personalization, and community aspects. User experience significantly influences 

technological innovation by identifying users' wants and needs, as noted by Mullins (2015). 
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Maintaining a balance between security and user experience in mobile and Internet 

banking is a difficulty for banking service providers, as new fraud victims are exposed to 

financial losses. This is related to a previous study, according to Meikeng (2020) highlights 

that most cases during the MCO (Movement Control Order) involved fraud, intrusion, and 

cyber harassment. Without proper awareness of cyber security, internet users become 

vulnerable to hackers, scammers, and cyber-criminals. The necessity to provide an adequate 

level of security and privacy in Internet and mobile banking is a big obstacle to improving 

user experience. Security measures often have an influence on an application's ease of use, 

which is a critical factor for user satisfaction (Liao & Cheung, 2002). Users' experiences are 

influenced by factors like internet connection quality, device usability, and access to online 

resources (Chiu et al., 2005). In summary, the experiences of internet users can be diverse 

and influenced by individual preferences, online activities, and external factors. 

 

2.5.4 Internet users’ attitude 

Various psychologists have characterized attitudes in various ways. According to Bruvold 

(1980), an attitude can be described as a positive or negative emotional response towards a 

specific object or proposition, whether concrete or abstract. Individuals develop varying 

positive and negative attitudes towards things and topics they are engaged with, including 

the Internet as a means of communication with its visual and auditory aspects. Additionally, 

an attitude can be understood as a state of belief, value, or emotion that influences actions 

or behaviors (Altmann, 2008). Internet usage has been linked to negative outcomes such as 

decreased social circles, increased psychological isolation, and higher rates of depression 

among users (Kraut et al., 1998). Furthermore, there is a negative correlation observed 

between individuals' attitudes towards using the Internet in teaching, utilizing it for research 

purposes, and their overall likability of Internet usage in teaching (Oral, 2008). 
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Internet users should have positive attitudes, adequate knowledge of the Internet, and 

a supportive learning environment. They should be aware of any information they come 

across, as not all information can be trusted. Attitude and service quality are important factors 

influencing consumers' choices for using Islamic digital banking goods and services 

(Dawami, 2020). A negative attitude towards cyber security in business is positively related 

to dangerous cyber security practices (Hadlington, 2017). For example, Smitherson (2012) 

stated that the readiness to share personal information with others should only be for someone 

who can be trusted and that any information supplied by others should be checked and 

validated. A recent study by Hadlington (2018) discovered an important negative link 

between attitudes towards cyber security and dangerous cyber security practices, with greater 

unfavourable views being associated with higher levels of risky behaviour. It is important 

to address that students should have positive attitudes toward using the Internet as a learning 

tool, adequate knowledge of the Internet, and a supportive learning environment. 

 

2.6 Hypotheses Statement 

Hypothesis are developed to study the relationship between the dependent variable which are 

the level of cyber security awareness and the other four independent variables which are 

knowledge of technology, social media information, internet users’ experience, and internet 

users’ attitude. This study focuses on the factors influencing the level of cyber security 

awareness in UMK students, and the following hypotheses are obtained:  

 

H1: There is a significant relationship between knowledge of technology and the level   

        of cyber security awareness among UMK students. 

H2: There is a significant relationship between social media information and the level  

         of cyber security awareness among UMK students.  
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H3: There is a significant relationship between internet users’ experience and the level  

         of cyber security awareness among UMK students.  

H4: There is a significant relationship between internet users’ attitudes and the level  

         of cyber security awareness among UMK students 

 

2.7 Conceptual Framework 

This figure shows the conceptual framework comprising the dependent variable and the 

independent variable among University Malaysia Kelantan students. 

Figure 2.2: The conceptual framework for the factors influencing the level of cyber 

security awareness 

2.8 Conclusion  

The primary objective of this chapter is to examine the existing literature and focus on the 

knowledge of University Malaysia Kelantan students regarding the utilization of Islamic 

Digital Banking with regards to cyber security awareness. The findings reveal several 

important factors that should be taken into account, emphasizing the need for banks to ensure 

that clients have access to safety measures when using financial services and to enhance 

customer awareness. Additionally, banking customers must also take personal responsibility 

to prevent falling victim to cyber security issues. Through this chapter,  students can identify 
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the independent variables, such as knowledge of technology, information obtained from 

social media, experience as internet users, and attitudes towards internet usage, while the 

dependent variables are the factors influencing the level of cyber security awareness. These 

variables form the foundation of the conceptual framework from this study. This study's 

conceptual framework is based on the dependent and independent variables. 
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CHAPTER 3 RESEARCH METHOD 

 

3.1 Introduction  

Following on Chapter 2, this chapter will discuss the research approach that will be employed 

in this study. In this chapter, the researcher can also determine if the study is qualitative or 

quantitative. This study discusses data collection methods, study populations, sample sizes, 

sampling techniques, research instrument creation, variable measurement, and data 

processing procedures. 

 

3.2 Research Design 

A research design is a set of procedures and tactics used by researchers to organize and 

logically combine various study components (The intactone, 2020). There are two types of 

research designs: quantitative and qualitative design. The rationally planned research 

components ensures that the researcher will deal with the problem properly in terms of 

developing an action plan, collecting and measuring and analysis data.    

A quantitative research design will be used in this study to understand the relationship 

between independent variables (knowledge of technology, social media information, internet 

users' experience, and internet users' attitude) and dependent variables (cyber security 

awareness). This study will be conducted at random among UMK students in Pengkalan 

Chepa. 
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3.3 Data Collection Methods 

In this segment, this study will discuss what type of method can use to collect data for the 

quantitative research. The data collection method is one of the methods used to gather all of 

the information, answer the questions posed, test the hypothesis, and assess the result (Bhat, 

2023). Meanwhile, data collection is the systematic and specified act of gathering and 

measuring information regarding variables of interest. The researcher collects all relevant 

data in order to examine and confirm the problem that occurs within their research. For this 

research, the primary source can be used, which is the data collected through online surveys. 

For example, a questionnaire will be created using Google Forms. The questionnaire will be 

distributed randomly on social media sites such as Instagram, Facebook, WhatsApp, etc. to 

get respondents from UMK students. 

 

3.4 Study Population 

In this study, the population will be all the students at UMK campus in Pengkalan Chepa. 

This is because UMK is one of the IPTA in Malaysia according to Info UPU (2020). This 

research to study the factors that affect the level of cyber security awareness among UMK 

students because UMK is one of the universities based on entrepreneurship and business and 

is able to provide awareness to students related to cyber threats that are becoming more 

prevalent. In this campus have several faculty that suitable for this study such as Faculty of 

Entrepreneurship and Business, Faculty Hospitality, Tourism and Wellness and Faculty 

Science Data and Computer. Students can benefit from this research by being more cautious 

when utilising digital banking. So this study concentrate on students at the UMK Kota 

campus in Pengkalan Chepa and the overall number of students to be 6342. As a result, the 

population size for this study was 6342 students. 
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This table shows the number of student in UMK City Campus: 

Table 3.1: The number of students UMK City Campus 

No Faculty Number of student 

1 Faculty of Entrepreneurship and Business 3534 

2 Faculty Hospitality, Tourism and Wellness 2683 

3 Faculty Science Data and Computer 125 

 

3.5 Sample Size 

A "sample size" is a research word that refers to the number of people involved in a study 

to represent the entire population (Bhat, 2023). The sample size refers to the overall number 

of respondents included in the study, which will be sorted into different subgroups based on 

demographics such as age and gender, so that the total sample can represent the complete 

population (Omniconvert, 2023). The term "sample size" refers to the total number of 

respondents who participated in the study. To ensure that the sample as a whole accurately 

represents the population, this number will be divided into several subgroups based on 

demographics, such as age and gender. The number of participants or observations included 

in a study, indicated by n, is sometimes referred to as sample size. The sample size for this 

study is 361 students, which was selected based on the population size. The sample size was 

calculated using Krejcie and Morgan's table. This is formula to calculate the sample size: 

 

 

  

 

Figure 3.1: Formula for Sample Size 
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This is the table to determining sample size of the population: 

Table 3.2: Table for determining Sample Size of a Known Population 

 

 

 

 

 

 

 

 

 

3.6 Sampling Techniques 

This study are using quantitative data collection method to collect the results. The study 

employed sampling techniques that is probability sampling to acquire data from UMK City 

Campus students as the participants in this study. Since this study are personally UMK City 

Campus students and choose not to include individuals from other universities, this is the 

most straight forward method of gathering data. Probability sampling implies a sampling 

technique in which every member of population has a known and non-zero chance of being 

selected for the sample. The probability techniques relies on random selection and that will 

be used in this study is simple random sampling. 

 

3.6.1 Simple Random Sampling 

Simple random sampling is an extensively used sampling methods in scientific research. 

Simple random sampling is selected for population which are highly homogenous where the 

members of the research are randomly selected to participate in the research (Bahrdwaj, 
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2019). Simple random sampling is the “simplest and most common method of selecting a 

sample, in which the sample is selected unit by unit, with equal probability of selection for 

each unit at each draw” (Singh, 2003). 

 

3.7 Research Instrument Development 

Before obtaining any other data, it becomes essential for the study to design a research 

instruments. Distribute questionnaires survey created by this study can be used to test the 

research instrument. Each respondent will receive the same questions, ensuring that the data 

gathering is more useful and organised for questionnaire analysis. The study's data collecting 

tool of choice is thought to be Google Forms as a method.  

 

3.8 Measurement of The Variables 

This study will collect and analyse data in order to create a statistically significant test for 

each of the variables on the scale. In these questions, the nominal and ordinal measuring 

scales are used. Sections A until F to form the six sections of the questionnaire. Section A is 

about the demography profile of the respondents, section B is related to the dependent 

variable and section C until F questions is regarded to the independent variables. 

 

3.8.1 Nominal Scale 

In this study, a nominal scale is used to collect the demographics of the respondents and is 

not suitable for mathematical calculations. This scale will be applied to section A in order to 

collect data. The respondent’s gender, age, faculty, and programme are all evaluated with the 

nominal scale. 
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3.8.2 Ordinal Scale 

The items on this scale have been arranged from minimum to maximum in ascending order 

of acknowledged level. On section B, which highlights the factors influencing the level of 

cyber security awareness, the 5-Likert scale will be used, while section C until F are about 

independent variables, which includes elements of knowledge of technology, social media 

information, internet users' experiences, and attitudes, will use the same scale. The 

questionnaires are used to evaluate how strongly the respondent disagrees with or agrees with 

the assertions using the 5-Likert scale that are strongly disagree (1), disagree (2), neutral (3), 

agree (4), and strongly disagree (5). 

 

3.9 Procedure For Data Analysis 

The data in this study will be analysed and interpreted using the Statistical Package for Social 

Science (SPSS) version 20. The data from the questionnaires will be collected, modified, 

specified, and encrypted by SPSS. As a result, it will take less time to convert the raw data 

into the dataset. This technique is used to examine, personalise, and generate clear patterns 

between various data factors. 

 

3.9.1 Descriptive analysis 

The data’s characteristics will be described by descriptive analysis using the mean, median, 

standard deviation, variance, range, and percentile. This method of summarising and 

describing data from a sample is used. Researchers can find elements that affect research 

findings with the help of descriptive analysis. 
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3.9.2 Validity Test 

Based on the Table 3.3 below, this is the survey that the researchers took from previous study. 

Currently, the researchers build up the adopted items by taken the previous items to develop 

data. 

Table 3.3: Original and adopted Items 

Section Variables Source Items Adopted Items 

A Demographic   1. Gender 

2. Age 

3. Current year of Study 

4. Faculty  

5. Programme  

1. Gender 

2. Age 

3. Current year of Study 

4. Faculty  

5. Programme 

B Factors 

influencing 

the level of 

cyber security 

awareness  

1. Zwilling et 

al., 2022 

2. Al Janabi et 

al., 2016 

3. Oladapo et 

al., 2022 

1. Are you familiar with 

the term cyber security? 

2. When you receive an 

email from unfamiliar 

sender, do you open it? 

3. Did you use backup 

software to back up your 

important data? 

4. In your opinion, is it 

important that the 

academic institutions to 

have an information 

security officer? 

5. I am familiar with the 

benefit of FinTech 

services.  

6. I am aware of the 

Importance of the 

1. I am aware with the term 

cyber security 

2. I am aware of email from 

unfamiliar sender and 

decide to not open it.  

3. I am aware of using 

backup software to back up 

my important data. 

4. I am aware that the 

Islamic digital banking 

must have an information 

security officer. 

5. I am familiar with the 

application of Islamic 

digital banking services. 

6. I am aware of the 

significant of Islamic 

Digital banking activities. 
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FinTech in conducting 

banking activities. 

7. I am not concern 

about using FinTech 

services. 

8. I have been exposed to 

the types of FinTech 

services. 

9. I am not interested to 

use FinTech services at 

all. 

10. I do not know much 

about FinTech services. 

7. I am not concern about 

using Islamic digital 

banking. 

8. I have been exposed to 

the types of Islamic digital 

banking services. 

9. I am not interested to use 

Islamic digital banking 

services at all. 

10. My    awareness    in 

Islamic digital banking is 

limited. 

C Knowledge 1. Ion et al., 

2015 

2. Oladapo et 

al., 2022 

1. How would you rate 

your skill and 

knowledge in level of 

internet skills?  

2. How would you rate 

your skill and 

knowledge in cyber 

threats online? 

3. I have knowledge to 

use FinTech services. 

4. I know it is better to 

use FinTech in 

conducting my banking 

activities. 

5. I am usually interested 

to know more about 

FinTech services. 

6. Using FinTech will 

provide opportunity to 

control my banking 

1. My skill and knowledge 

in Islamic digital banking 

is limited. 

2. My skill and knowledge 

in cyber security 

awareness is limited. 

3. I have knowledge to use 

Islamic digital banking 

services. 

4. I know it is better to use 

Islamic digital banking in 

conducting my banking 

activities. 

5. I am interested to know 

more about Islamic digital 

banking services. 

6. Using Islamic digital 

banking will provide 

opportunity to control my 

banking activities. 
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activities. 

7. I am willing to use the 

travel information on 

social media before and 

during the trip. 

7. I am willing to share 

with others about my 

knowledge of Islamic 

digital banking. 

D Information  1. Farag et 

al., 2010 

2. Chung et 

al., 2015 

1. For me, travel 

information on social 

media is very timely. 

2. For me, the accuracy 

of travel information on 

social media is strong 

3. For me, the content of 

travel information on 

social media is very rich. 

4. For me, travel 

information on social 

media is very applicable. 

5. Social media helps me 

get more information 

about my trip. 

6. The travel information 

on social media helps 

me to get solve the 

difficulties encountered 

on the trip. 

7. Travel information on     

social     media can 

improve my travel 

efficiency. 

 

 

1. For me, information on 

social media about the 

Islamic digital banking is 

very timely. 

2. For me, the accuracy of 

information on social 

media about the Islamic 

digital banking is strong. 

3. For me, the content of 

information on social 

media about the Islamic 

digital banking is very 

rich. 

4. For me, information on 

social media about the 

Islamic digital banking is 

very applicable. 

5. Social media helps me 

get more information 

about the Islamic digital 

banking. 

6. The information on 

social media guide me to 

solve the difficulties on 

Islamic digital banking. 

7. Information on social 

media can improve my 

transaction on Islamic 
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digital banking efficiency. 

E Experience  1. Adamu et 

al., 2021 

2. Kankanh-

alli et al., 

2005 

3. Laugwitz 

et al., 

(2008) 

1. I will only make an 

online purchase after 

inspecting the seller’s 

background. 

2. I am worried when I 

received any suspicious 

online advertisement. 

3. I will provide my 

personal information 

whenever I received 

calls from banking 

organizations. 

4. The online platform 

can be trusted at all 

times. 

5. Provides easy to 

understand information. 

6. I believe that the 

platform will not misuse 

my donation. 

7. The online platform 

has a high level of 

integrity. 

8. User’s impression that 

reaching goals using the 

product is quick and 

efficient. 

 

1. I will only make an 

online transaction after 

inspecting the digital 

banking background. 

2. I am worried when I 

received any suspicious 

link about digital banking. 

3. I will never provide my 

personal information 

whenever I received calls 

from personal numbers 

that declare themselves 

from  banking 

organizations. 

4. For me, the Islamic 

digital banking platform 

can be trusted all the time. 

5. The Islamic digital 

banking provide easy to 

access the platform. 

6. I believe that the Islamic 

digital banking platform 

will not simply withdraw 

my money. 

7. The Islamic digital 

banking platform has a 

high level of integrity. 

8. I found out that reaching 

the Islamic digital banking 

is quick and efficient. 

F Attitude  1. Adamu et 1. I would spend more 

time on social media 

1. I would spend more 

time on digital banking 
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al., 2021 

2. Oladapo et 

al., 2022 

 

than having outdoor 

activities. 

2. I will be extra excited 

when I use the Internet. 

3. The time spent 

without surfing the 

Internet is the most 

boring moment. 

4. Without the Internet, 

there is nothing I can do. 

5. I believe using 

FinTech for my banking 

transaction is a good 

idea. 

6. The FinTech platform 

makes banking 

operations faster. 

7. FinTech will 

encourage me to transact 

online. 

8. FinTech is user 

friendly. 

9. FinTech makes 

banking transactions 

more efficient. 

10. I will feel confident 

when I use FinTech for 

my transactions with the 

bank. 

comparing to traditional 

banking. 

2. I am very convenient 

when I use the digital 

banking. 

3. It takes a longer time to 

accomplish our activity 

without the digital 

banking. 

4. Without the digital 

banking, there is nothing I 

can do. 

5. I believe using digital 

banking transaction is a 

good idea. 

6. The   Islamic   digital 

banking platform makes 

the transactions faster. 

7. Islamic digital banking 

will encourage me to 

transact online. 

8. Islamic digital banking 

is user friendly. 

9. Islamic digital banking 

makes banking 

transactions more 

efficient. 

10. I will feel confident 

when I use the Islamic 

digital banking for my 

transactions with the bank. 
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3.9.3 Reliability Test 

This study investigates reliability analysis, the characteristics that determine scales, and the 

components that comprise the scales. The reliability analysis method provides a variety of 

regularly used scale reliability statistics, as well as correlation data among the scale's 

components. Cronbach Alpha is a simple statistic to evaluate dependability in exploration 

writing. 

 

The table 3.6 below is about the rules of thumb for the size of Cronbach’s Alpha Coefficient, 

appropriate coefficient alpha should be equal to or greater than 0.7. 

 

Table 3.4: The Rules of Thumb for the Size of Cronbach’s Alpha Coefficient 

 

 

 

 

 

i. Pilot test  

The purpose of the pilot test is to validate the validity of the questionnaire and establish 

whether the independent and dependent variables will contribute appropriately to the 

analysis. The researchers have to identify a connection between the overall purpose of the 

pilot study and the overall objective. 

 

ii. Actual data 

Actual data in research methodology refers to the information and facts collected through 
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research methods and instruments. In research, data serves as the basis for analysis and 

interpretation, leading to the development of research findings and conclusions. Data can be 

collected through various methods such as surveys, interviews, experiments or observation. 

Once collected, data needs to be organized, coded, and analyzed to reveal trends, patterns, 

and relationships. Actual data is the information and facts collected through research methods 

and instruments which are analyzed and interpreted to draw meaningful conclusions. The 

accuracy and quality of data collection and analysis are critical to ensure the validity and 

reliability of research findings. 

 

3.9.4 Correlation Analysis 

Correlation analysis is a statistical technique used to measure the strength and direction of 

the relationship between two variables. It involves calculating a correlation coefficient, 

which is a numerical value that indicates the degree to which two variables are related. 

Correlation analysis can be used to identify patterns and relationships between variables, and 

is commonly used to analyze data and make predictions. After have done the related test, the 

researchers can justify whether to use the Spearman Correlation Coefficient or Pearson 

Correlation Coefficient. 

 

3.9.5 Multiple Linear Regression (MLR) 

The multiple linear regression will be used to predict variables regarding the cyber security 

awareness of Islamic digital banking among UMK City Campus students. Since the 

independent variables of this study have four which are knowledge of technology, social 

media information, internet users’ experience, and internet users’ attitude, the researchers 

will analysed the factors that influence the level of cyber security awareness. 
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3.10 Conclusion 

Overall, this chapter has come to a conclusion about how the research will be conducted. In 

order to determine the level of cyber security awareness of Islamic digital banking among 

UMK City Campus students, the topic discusses the research design, data collection methods, 

study population, sampling method, sample size, research instrument development, 

measurement of the variables, and methodology for data analysis. 
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CHAPTER 4 DATA ANALYSIS AND FINDINGS 

 

4.1 Introduction  

The researchers will analyze the procedures developed in previous chapters in this chapter. 

A total of 371 respondents to the provided questionnaire. The researchers analyzed the data 

using the Statistical Package for the Social Science (SPSS) version 20. The findings of the 

preliminary analysis, demographic profile of respondents, descriptive analysis, validity and 

reliability test, normality test, and hypothesis testing are the main topics of this chapter. 

 

4.2 Preliminary Analysis 

A research study was conducted at University Malaysia Kelantan (City Campus) with a 

focus on student respondents from three faculties. 371 respondents completed a 

questionnaire through Google Form, and all were considered legitimate in data analysis. 

 

4.3 Demographic Profile of Respondents 

Table 4.1: Demographic profile of respondents based on gender, age, and current year of 

study, faculty and programme. 

Category  Type  Number of Respondents  

N = 371 

Percentage  

Gender  Male  123  33.2% 

 Female  248 66.8% 

Age  18 – 20 years old 67 18.1% 

 21 – 23 years old  240 64.7% 

 24 – 26 years old 64 17.3% 

Current Year of 

Study 

Year 1 61 16.4% 
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 Year 2 54 14.6% 

 Year 3 184 49.6% 

 Year 4 72 19.4% 

Faculty  FKP 280 75.5% 

 FHPK 78 21% 

 FSDK  13 3.5% 

Programme  SAB 184 49.6% 

 SAK 21 5.7% 

 SAE 19 5.1% 

 SAL 21 5.7% 

 SAR 21 5.7% 

 SAA 16 4.3% 

 SAP 25 6.7% 

 SAH 32 8.6% 

 SAS 20 5.4% 

 SST 12 3.2% 

 

Table 4.1 shows that a survey was conducted with 371 respondents that contain gender, age, 

current year of study, faculty and programmes. 66.8% (N = 248) of respondents were 

female and 33.2% (N = 123) were male. The largest age group was 21-23, with 64.7% (N = 

240) of respondents. The next largest was 18-20 years old at 18.1% (N = 67) and 24-26 at 

17.3% (N = 64). Year 3 students comprised majority at 49.6% (N = 184). Year 1 was 16.4% 

(N = 61), Year 2 was 14.6% (N = 54), and Year 4 was 19.4% (N = 72). Most respondents, 

75.5% (N = 280), were from the Faculty of FKP. 21% (N = 78) were from FHPK, and 3.5% 

(N = 13) were from FSDK. The most significant programmes represented was SAB at 49.6% 

(N = 184). The other programmes described were SAK at 5.7% (N = 21), SAE at 5.1% (N 

= 19), SAL at 5.7% (N = 21), SAR at 5.7% (N = 21), SAA at 4.3% (N = 16), SAP at 6.7% 

(N = 25), SAH at 8.6% (N = 32), SAS at 5.4% (N = 20), and SST at 3.2% (N = 12). 
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4.4 Descriptive Analysis 

Table 4.2: Mean, standard deviation and variance of all variables 

 

 

 

 

 

Table 4.2 reveals that the dependent variable, cyber security, has a mean score of 4.1854 

with a standard deviation of 0.53817. In addition, the independent variables exhibit high 

mean scores, particularly experience, with a mean of 4.2022 and a standard deviation of 

0.52319. Other independent variables also display strong mean scores that are knowledge 

(mean=4.1057, SD=0.50537), information (mean=4.1919, SD=0.54091), and attitude 

(mean=4.1563, SD=0.55870). 

Table 4.3: Mean and standard deviation of cyber security 
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The five questions in the descriptive analysis are based on Table 4.3. The respondents' mean 

response on the dependent variable factor is displayed using a five-point Likert scale ranging 

from 4.10 to 4.23. Table 4.2's average mean was 4.1854. To further explain, the mean for 

question 1 was the highest regarding awareness of the term cyber security. The mean for 

question 2, which asked whether you were aware of an email or message from an unfamiliar 

sender and decided not to open it was 4.21 (SD=0.666). The mean for question 4, where the 

awareness of Islamic digital banking services that are exposed to cyber security risk, was 

4.20 (SD=0.638). Next, the mean for question 3, which is about awareness of using backup 

software to back up their important data, is 4.18 (SD=0.694). Lastly, the mean for question 

5, which is about cyber security risks, including phishing and malware, is 4.10 (SD=0.670). 

Table 4.4 Mean and standard deviation of knowledge 

 

 

 

 

 

 

 

 

 

Based on Table 4.4, the descriptive analysis is about knowledge that consists of five 

questions answered using a five-point Likert scale. The mean response of the knowledge 

ranges from 4.04 to 4.18. The mean response for questions 1 and 2, which measure skill 

and knowledge in Islamic digital banking services and cyber security awareness is limited 
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and was the lowest. The mean for question 3, asking about knowledge of Islamic digital 

banking services, was 4.11. The mean for question 5 was 4.16. The average mean was 

4.1043. The number 4 question, measuring whether it is better to use Islamic digital banking 

in conducting their banking activities, had the highest mean at 4.18. 

Table 4.5: Mean and standard deviation of information 

 

 

 

 

 

 

 

 

 

 

The five questions in the descriptive analysis are based on Table 4.5. The respondents' mean 

response on the independent variable of the information factor is displayed using a five-

point Likert scale ranging from 4.13 to 4.23. Table 4.2's average mean was 4.1924. To 

further explain, the mean for question 4 was the highest regarding Islamic digital banking 

consistently reminding them to stay alert for potential cyber security. The mean for question 

1, which asked whether cyber security awareness guides them to solve the difficulties of 

Islamic digital banking services was 4.18 (SD=0.643). The mean for question 2, where the 

cautious about receiving phishing attempts or email scams aimed at stealing their personal 

information, was 4.20 (SD=0.629). Next, the mean for question 3, about bank’s cyber 
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security notifications helping enhance the security of the respondents' accounts, is 4.21 

(SD=0.650). Lastly, the mean for question 5, which concerns respondent’s regularly 

changing respondents’ passwords on digital banking services to avoid unauthorized access 

and enhance security, is 4.13 (SD=0.710). 

Table 4.6: Mean and standard deviation of experience 

 

 

 

 

 

 

 

 

 

The five questions in the descriptive analysis are based on Table 4.6. The respondents' mean 

response on the experience factor is displayed using a five-point Likert scale ranging from 

4.15 to 4.27. Table 4.2's average mean was 4.2022. To further explain, the mean for question 

1 was the highest regarding never providing their personal information whenever received 

calls from personal numbers that declare themselves from banking organizations. The mean 

for question 2, which asked whether they trusted the Islamic digital banking services all the 

time was 4.19 (SD=0.644). The mean for question 3, where the Islamic digital banking 
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services provide easy to access the platform, was 4.22 (SD=0.659). Next, the mean for 

question 4, which is about the experience of the Islamic digital banking services will not 

simply withdraw their money, is 4.18 (SD=0.653). Lastly, the mean for question 5, about 

the Islamic digital banking services has a high level of integrity, is 4.15 (SD=0.608). 

Table 4.7: Mean and standard deviation of attitude 

 

 

 

 

 

 

 

Based on Table 4.7, the descriptive analysis is about attitude that consists of five questions 

answered using a five-point Likert scale. The mean response of the knowledge ranges from 

4.10 to 4.20. The mean response for questions 1, which measure prefer using digital banking 

rather than traditional banking was the highest mean that is 4.20 (SD=0.651). The mean for 

question 2 and 3, asking about to feel confident when using the Islamic digital banking 

services for the transactions and believe using digital banking transaction is a highly secured, 

was 4.16. The mean for question 4 was 4.17. The average mean was 4.1568. The number 5 

question, measuring whether Islamic digital banking services is user friendly, had the lowest 

mean at 4.10. 
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4.5 Validity and Reliability Test 

The reliability statistics below allow the researcher to determine whether these question sets 

are reliable in measuring variables. The table below presents the reliability tests for each 

variable. Cronbach’s alpha was used to ascertain this test's reliability and internal 

consistency. 

Table 4.8: Cyber Security 

 

 

 

Table 4.8 above indicates that Cronbach’s Alpha of cyber security is 0.875, which is good 

on the Rule of Thumb of Cronbach’s Alpha Coefficient Range and can be used in the 

research. 

Table 4.9: Knowledge 

 

 

 

As per Table 4.9, Cronbach’s Alpha for the five items of the knowledge of technology is 

0.806. The obtained value is deemed suitable. The findings indicate that the research item 

used for concept measurement exhibits outstanding internal consistency. Therefore, the 

questionnaire can be used in the research. 
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Table 4.10: Information 

 

 

  

Table 4.10 above indicates that the Cronbach’s Alpha of the social media information is 

0.874, which is good on the Rule of Thumb of Cronbach’s Alpha Coefficient Range and 

can be used in the research. 

Table 4.11: Experience 

 

 

 

As per table 4.11, the Cronbach’s Alpha for the five items of the internet users’ experience 

is 0.874. The obtained value is good. The findings indicate that the research item used for 

concept measurement exhibits outstanding internal consistency. Therefore, the 

questionnaire can be used in the research. 

Table 4.12: Attitude 

 

 

  

  

Table 4.12 above shows that Cronbach’s Alpha of the internet users’ attitude is 0.899, which 

is good on the Rule of Thumb of Cronbach’s Alpha Coefficient Range and can be used in 

the research. 

FK
P



 

47 
 

Table 4.13: Reliability statistics for cyber security, knowledge, information, experience, 

and attitude 

 

 

 

Based on Table 4.13 above about reliability, the performance expectancy coefficient alpha 

shows a commendable coefficient of 0.946, which is excellent. As good indicators, the 

coefficients for knowledge, information, experience, and attitude were 0.806, 0.874, 0.874, 

and 0.899, respectively.  

Table 4.14: Summary of Reliability Statistics 

Dependent variable (DV) and 

independent variable (IV) 

Croanbach’s 

Alpha 

Number of 

variable items 

Interpretation 

Factors influencing the level of 

cyber security awareness 

0.875 5 Very good 

Knowledge of technology 0.806 5 Very good 

Social media information 0.874 5 Very good 

Internet user’s experience 0.874 5 Very good 

Internet users’ attitude 0.899 5 Very good 
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4.6 Normality Test  

Table 4.15: Test of Normality 

 

 

 

 

Normality tests were conducted to determine whether the data in this study had a normal 

distribution. Since the Kolmogorov-Smirnov is more suitable, it was used rather than the 

Shapiro-Wilk. Despite the Kolmogorov-Smirnov test being the least effective for all types 

of distributions and sample sizes, the Shapiro-Wilk test’s effectiveness remains limited for 

small sample sizes (Mohd Razali & Yap, 2011). All dependent and independent variables 

had a significant value of 0.000 in Table 4.15's normality test results. 

4.7 Hypothesis Testing 

Table 4.16: Pearson Correlation Results 
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4.7.1 Hypothesis 1: Relationship between Knowledge of Technology and Cyber 

Security Awareness on Islamic Digital Banking 

H0: There is no relationship between knowledge of technology and cyber security 

awareness on Islamic digital banking among UMK City Campus students.  

H1: There is a relationship between knowledge of technology and cyber security 

awareness on Islamic digital banking among UMK City Campus students. 

Table 4.16 above shows a significant relationship between knowledge of technology and 

cyber security awareness on Islamic digital banking services among UMK City Campus 

students. The relationship is explained by a p-value of 0.000 (less than 0.05) and a Pearson 

Correlation Coefficient of 0.736. The H1 is acceptable. 

 

4.7.2 Hypothesis 2: Relationship between Social Media Information and Cyber 

Security Awareness on Islamic Digital Banking 

H0: There is no relationship between social media information and cyber security 

awareness on Islamic digital banking among UMK City Campus students. 

H2: There is a relationship between social media information and cyber security 

awareness on Islamic digital banking among UMK City Campus students. 

The Pearson correlation results above indicate that among UMK City Campus 

students, there is a significant correlation between social media information and cyber 

security awareness for Islamic digital banking services. The Pearson Correlation Coefficient 

value of 0.808, and the p-value is 0.000. The H2 has been approved. 

FK
P



 

50 
 

4.7.3 Hypothesis 3: Relationship between Internet Users’ Experience and Cyber 

Security Awareness on Islamic Digital Banking 

H0: There is no relationship between internet users’ experience and cyber security 

awareness on Islamic digital banking among UMK City Campus students. 

H3: There is a relationship between internet users’ experience and cyber security 

awareness on Islamic digital banking among UMK City Campus students. 

Table 4.16 above shows a significant relationship between internet users’ experience 

and cyber security awareness of Islamic digital banking services among UMK City Campus 

students. This relationship is explained by the p-value of 0.000, less than 0.05, and the 

Pearson Correlation Coefficient value of 0.781. The H3 is accepted. 

4.7.4 Hypothesis 4: Relationship between Internet Users’ Attitude and Cyber Security 

Awareness on Islamic Digital Banking  

H0: There is no relationship between internet users’ attitude and cyber security 

awareness on Islamic digital banking among UMK City Campus students. 

H4: There is a relationship between internet users’ attitude and cyber security awareness on 

Islamic digital banking among UMK City Campus students. 

The Pearson correlation results above indicate that among UMK City Campus 

students, there is a significant correlation between social media information and cyber 

security awareness for Islamic digital banking services. The Pearson Correlation Coefficient 

value is 0.761, and the p- value is 0.000. The H4 has been approved. 
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4.7.5 Summary of Pearson Correlation results 

Table 4.17: Summary of Pearson Correlation results 

 
Hypothesis Sig. (2-

tailed) 

Pearson 

Correlation 

Value 

H1 There is a relationship between knowledge 

of technology and cyber security awareness 

of Islamic digital banking services among 

UMK City Campus students. 

0.000 .736 High 

correlation 

H2 There is a relationship between social media 

information and cyber security awareness of 

Islamic digital banking services among 

UMK City Campus students. 

0.000 .808 Very high 

correlation 

H3 There is a relationship between internet 

users’ experience and cyber security 

awareness of Islamic digital banking 

services among UMK City Campus 

students. 

0.000 .781 High 

correlation 

H4 There is a relationship between internet 

users’ attitude and cyber security awareness 

of Islamic digital banking services among 

UMK City Campus students. 

0.000 .761 High 

correlation 

Table 4.17 shows the dependent variable and independent variable have a positive 

relationship. All the independent variables correlate highly with factors influencing the level 

of cyber security awareness among UMK students. Thus, all hypothesis testing is accepted.  

 

FK
P



 

52 
 

4.8 Conclusion  

The data analysis results for each test in Chapter 4 were obtained using the Statistical 

Package for Social Sciences (SPSS) software. The data was analyzed using descriptive 

analysis, reliability testing, normality testing, and hypothesis testing to determine the 

relationship between the independent and dependent variables and to identify the factors 

influencing UMK City Campus students' cyber security awareness of Islamic digital 

banking. Chapter 5 provides a more detailed explanation of the findings on the 

relationship between the independent and dependent variables, as well as the factors 

influencing cyber security awareness. 
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CHAPTER 5 DISCUSSION AND CONCLUSION 

 

5.1 Introduction  

This chapter explores the relationship between knowledge of technology, social media 

information, internet users' experiences, and internet users’ attitudes towards cyber security 

awareness in Islamic digital banking among UMK city campus students. It also discusses 

the study's implications, limitations, and recommendations for future research. Besides, this 

chapter further analyzes the key findings, discussing demographic factors such as gender, 

age, and the current year of study. The researchers provide a detailed analysis of respondent 

demographics, including reliability tests and normality tests. They also discuss the research 

purpose and hypotheses, as well as the limitations faced during the study. This chapter 

concludes with an overview of what has been learned in the course of this research. 

 

5.2 Key Findings 

The primary purpose of this research is to identify the relationship between the dependent 

and independent variables. Pearson correlation was used to demonstrate the link between 

the dependent and independent variables. This survey included 371 respondents from the 

University Malaysia Kelantan (UMK). To obtain more complete and precise data, each 

questionnaire was analyzed using SPSS. According to the reliability test data presented in 

Chapter 4, which is related to the reliability test, researchers observed that the reliability test 

coefficient runs from 0 to 1, covering all measurement tests against the variable. The study 

questionnaire's Cronbach's alpha coefficient was consistently positive.  

According to the research hypothesis, the researcher also discovered that all 

independent variables, including knowledge of technology, social media information, 

internet users' experiences, and internet users’ attitudes, have a strong and significant 
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relationship with factors influencing the level of cyber security awareness. The results of the 

descriptive analysis study show that experience as an independent variable has the highest 

mean value, which is 4.2022, and the lowest mean value is knowledge, which is 4.1057. 

The result of this study of the hypothesis can significantly benefit various 

stakeholders. Besides, technology developers can design user-friendly solutions, and public 

awareness campaigns can be tailored for maximum impact. The findings can also contribute 

to cross-cultural considerations and ongoing efforts to adapt strategies in response to 

evolving cyber threats. Overall, the study’s results offer valuable information for enhancing 

cyber security at individual, organizational, and societal levels. Through this research, it can 

also provide an opportunity for individuals to enhance their cyber security skills and 

engagement, promoting a more secure digital environment. 

Lastly, the overall result proves that the majority of respondents, which are UMK 

students, agree that all four independent variables—knowledge of technology, social media 

information, internet users' experiences, and internet users’ attitudes have been accepted by 

them as factors influencing the level of cyber security awareness. 

 

 

 

 

 

 

 

 

FK
P



 

55 
 

5.3 Discussion 

5.3.1 Hypothesis 1 

H1: There is a significant relationship between knowledge of technology and level 

of cyber security awareness on Islamic digital banking among UMK City Campus 

students. 

The Pearson Correlation results show that there is significant positive correlation between 

knowledge of technology and cyber security awareness among UMK students. According 

to the data in Chapter 4, the significant correlation value is r=0.736, indicating a strong 

positive link between knowledge of technology and cyber security awareness among UMK 

students. The regression p-value is less than 0.05, indicating a significant relationship 

between technology abilities (p=0.000) and understanding of technology (p<0.01). As a 

result, the H1 is accepted. Knowledge of technology has a significant relationship with the 

level of cyber security awareness among UMK students. This indicates that cyber security 

awareness among students contributes to the advancement of technological understanding. 

5.3.2  Hypothesis 2 

H2: There is a significant relationship between social media information and level 

of cyber security awareness on Islamic digital banking among UMK City Campus 

students. 

The Pearson Correlation finding shows that social media information and the level of cyber 

security awareness among UMK students are significantly positively correlated. The results 

presented in Chapter 4 indicate a significant beneficial relationship r=0.808 between the 

amount of cyber security awareness among UMK students and the information found on 

social media. Considering that the regression p-value for social media is 0.000, the value for 
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social media is p=0.000, which is very significant. Therefore, this hypothesis can be 

accepted because the p-value is 0.000. The social media information was moderately higher 

than other factors. This indicates that social media plays a pivotal role in fostering a 

noteworthy positive correlation with UMK students' cyber security awareness. Information 

from social media platforms and Islamic digital banking services are significantly correlated. 

5.3.3  Hypothesis 3 

H3: There is a significant relationship between internet users’ experience and level 

of cyber security awareness on Islamic digital banking among UMK City Campus 

students. 

The Pearson correlate results demonstrate a significant positive relationship between UMK 

students' technology knowledge and cyber security awareness. According to the statistics 

presented in Chapter 4, the significant correlation value is r=0.736, demonstrating a strong 

positive relationship between knowledge of technology and cyber security awareness among 

UMK students. The regression p-value is less than 0.05, showing a significant link between 

technology abilities (p=0.000) and knowledge of technology (p<0.01). As a result, the initial 

hypothesis is accepted. The internet users’ experience showed a lower level of positivity 

than the other factors. This means that internet users’ experience has a discernible yet 

modest positive correlation with the level of cyber security awareness in the context of 

Islamic digital banking services. 
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5.3.4 Hypothesis 4 

H4: There is a significant relationship between internet users’ attitude and level of 

cyber security awareness on Islamic digital banking among UMK City Campus 

students. 

The Pearson Correlation Coefficient for H4 shows the moderately positive relationship 

between internet users’ attitude and level cyber security awareness of Islamic digital 

banking services with the value r=0.761. Therefore, the hypothesis can be accepted because 

the p-value is 0.0000. It also showed the significant relationship between internet users’ 

attitude and cyber security awareness because the p-value less than 0.05 further underscores 

the significance of the relationship, emphasizing that internet users' attitudes play a crucial 

role in influencing their awareness of cyber security in the context of Islamic digital banking 

services. Internet users' attitudes had a less positive correlation than the other parts. 

According to the Pearson Correlation Coefficient, internet users' attitudes toward Islamic 

digital banking services are slightly associated with increased cyber security awareness. 

 

5.4 Implications of The Study 

The term of implication of the study refers to the prospective effects, applications, or 

consequences that the findings of a research study may generate. Hassan (2023) stated that 

comprehending these consequences is essential for assessing the importance and usefulness 

of research. The consequences can cover multiple aspects, including social, political, 

technological, policy-related, or others, depending on the distinctive subject matter. The two 

most utilized forms are theoretical and practical. Theoretical implications means the way 

that findings establish connections with other concepts or theories within the field of study, 

whilst practical implications are concerned with the potential applications of the findings. 
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5.4.1 Theoretical Implications  

The primary aim of this study is to investigate the effects of knowledge of technology, social 

media information, attitude, and experience on the level of cyber security awareness among 

UMK city campus students in Islamic digital banking. In relation to prior study conducted 

on this topic, the participants were primarily the general population and students from 

multiple places in Malaysia. In contrast, this study has restricted the sample to mainly UMK 

city campus students. This is because this study wants to obtain a more focused perspective 

on the comprehension of cyber security among students from diverse academic 

backgrounds, including tourism, logistics, hospitality, and many more. In addition, there are 

no final year students at UMK that have previously undertaken research on this topic of 

cyber security awareness. Therefore, this study aims to assess the students' current level of 

cyber security awareness. Finally, the results of this study can enhance the quantity of 

research in Malaysia and serve as a valuable resource for future academics investigating the 

cyber security awareness in Islamic digital banking. 

 

5.4.2 Practical Implications 

According to this study, 30.82% of the respondents strongly agree, while 55.99% agree with 

the level of cyber security awareness in Islamic digital banking. While over 50% of 

individuals are aware of the cyber security mechanisms in Islamic digital banking, this does 

not ensure that they are never be one of the cybercrime victims. Griffiths (2023) asserts that 

cybercrime is on the rise in Malaysia. A total of 20,000 cyber-crimes were reported in 2021, 

resulting in a loss of RM560 million for the victims. Between January and July 2022, a total 

of 11,367 incidents of cybercrime were reported, indicating a 61% rise in the crime rate 

compared to the period from 2016 to 2022. Based on this fact, it is obvious that a significant 

number of people remain unaware of the importance of cyber security. According to the 
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survey responses from UMK city campus students, a significant proportion of 0.62% of 

students remain unaware about cyber security in Islamic digital banking. Nevertheless, it is 

notable that it’s just a small fraction, specifically fewer than 1% of respondents lack 

awareness. Despite this, the National Cyber Security Agency (NACSA) should have 

conducted more additional programs to enhance citizen awareness regarding cyber security. 

Hence, when the public, particularly UMK students, reach a level of progress on their 

awareness regarding cyber security in Islamic digital banking, this will swiftly contribute to 

a decrease in the frequency of cybercrimes in Malaysia. 

 

5.5 Limitations of The Study 

The limitations of the study refer to the specific design or method aspects that affected the 

applicability or comprehension of the study's findings. The restrictions on the 

generalizability and accessibility of findings arise from the study's design choices and the 

methods employed to demonstrate internal and external validity (Theofanidis & Fountouki, 

2018). These limits may arise from a variety of sources, including methodological, data-

related, theoretical, resource-related, and generalizability-related factors. 

Every research, including this particular one, contains inherent limitations. Two 

limitations must be considered when conducting this research. Firstly, this study has 

discovered there is a methodological limitation in terms of sample size as it mainly focuses 

on students in the UMK city campus, excluding students from the Jeli campus and Bachok 

campus. For this study, the researcher strictly selected students as respondents.  While the 

data on cyber security awareness is comprehensive for all citizens, this study is specifically 

limited to students at the UMK city campus. Therefore, the researcher is unable to 

thoroughly analyze the overall level of cyber security awareness in Islamic digital banking. 

This demonstrates the presence of a limitation in the sample size of this research. 
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On top of that, a further limitation identified in this study is the researcher's exclusive 

emphasis on undergraduates only within the UMK city campus. This means that the 

postgraduates are excluded from being considered as respondents. Consequently, this study 

is limited in terms of age. It is evident from the respondents' results that there are no 

respondents aged 27 and above. By including postgraduates into the survey, the likelihood 

of obtaining students aged 27 years and older is higher. What is the significance of age in 

conducting an online questionnaire? This is due to variations in life experiences among 

distinct age groups. Furthermore, Gigliotti and Dietsch (2014) noted that several studies 

indicate a greater likelihood for elderly adults to comply with survey inquiries. When the 

elderly population is more inclined to answer surveys, researchers can collect response data 

more quickly without having to wait for an extended period. This will shorten the process 

and reduce the time required for data collecting. Therefore, engaging postgraduates into the 

online questionnaire can prove really advantageous. 

Lastly, meeting the stipulated time range for this study is challenging due to the 

scarcity of prior research that is comparable to this one. Due to the challenges 

encountered in gathering enough data, this study has limited applicability as a primary 

source for future research. Nevertheless, the researcher employed multiple references to 

enhance the resilience of research, making it a valuable additional resource for future 

researchers. Due to this limitation, this study is less functional as a main source. 

 

5.6 Recommendations for Future Research 

There are several recommendations to address the deficiencies in this research for future 

researchers who might explore topics related to this subject. The allocated time for this 

research project is really limited. In future research endeavors exploring similar topics, 
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researchers with plenty of time at their fingertips may choose to apply a combination of 

quantitative and qualitative research methodologies. By combining these two 

methodologies, researchers can obtain a broader perspective compared to a single 

quantitative or qualitative study, as it allows for an incorporation of the advantages offered 

by both techniques. This technique improves the reliability and precision of the findings 

while also enabling the collection of respondents' data in a more efficient and fast manner.  

Additionally, this survey encompassed a mere 371 respondents, predominantly 

consisting of students from various programs and faculties at the UMK city campus. 

Researchers might suggest future researchers expand both the scope of their studies and the 

sample size by incorporating various locations or countries. Future researchers may also 

widen their study's scope to include people of all ages, from young to elderly. This is because 

future researchers will recognize the differing levels of cyber security awareness in Islamic 

digital banking among age groups. Reliability, validity, and relevance of the results will 

increase with a greater proportion of respondents due to the numerous factors that influence 

the level of cyber security awareness in Islamic digital banking. Consequently, researchers 

will have a chance to deliver more precise test outcomes. 

Finally, this study primarily focused on four key factors which are knowledge of 

technology, social media information, experience and attitude. Therefore, researchers are 

expecting that future research will incorporate an additional variable to enhance their 

contribution to related organizations that focus on strengthening cyber security. According 

to a 2022 survey on internet users in Malaysia, Statista reported that over 66% of 

respondents indicated their utilization of online banking. Additionally, the adoption of 

digital banking is increasing in the Southeast Asian nation. In the same year, the total worth 

of internet banking transactions in Malaysia exceeded 1 trillion MYR. Hence, it is 
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anticipated that the ongoing rise in the number of individuals falling victim to cybercrime 

and experiencing cyber-attacks. Thus, forthcoming researchers can utilize this study to 

enhance the provision of strengthened safety in the context of cyber security. As a result, the 

improvements implemented by forthcoming researchers have the potential to minimize the 

number of individuals affected by cybercrime in the future.  

 

5.7 Overall Conclusion of The Study 

The objective of this research is to analyze and investigate the factors that influence the level 

of cyber security awareness in Islamic digital banking among UMK city campus students. 

The findings of this study indicate that four distinct factors, namely knowledge of 

technology, social media information, attitude, and experience, significantly influence the 

level of awareness regarding cyber security in Islamic digital banking. The outcomes of 

this research were acquired via questionnaires that were conducted through the Google Form 

platform. The respondents of the study consisted of all undergraduate students in UMK city 

campus, comprising all programs and faculties. The total number of respondents is 371, with 

66.8% female and 33.2% male. 

The research results and findings were obtained through the utilization of the 

Statistical Package for Social Science (SPSS) software to perform reliability analysis. The 

Pearson correlation coefficient is employed for data interpretation, and the final results 

indicate a positive correlation between the independent variables and the dependent variable. 

The last chapter has addressed the implications and limitations of this study to clarify the 

significance and short comings that were encountered during the project. This chapter also 

emphasized its recommendations for future research to improve their findings in future 

studies. 

FK
P



 

63 
 

In a nutshell, an analysis was to evaluate the influence of knowledge of technology, 

social media information, attitude, and experience on the level of cyber security awareness 

among UMK city campus students. As a result, all of the research objectives have been 

successfully achieved, and all of the hypotheses have been fulfilled to achieve.   
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APPENDIX A 

DRAFT OF QUESTIONNAIRE  

SECTION A: DEMOGRAPHIC PROFILE 

Gender  

 

 

Age  

 

 

 

 

Current year of study  

 

 

 

 

Faculty  

 

 

 

 

 

 

Male  

Female  

18 – 20 years old 

21 – 23 years old 

Year 1 

Year 3 

Year 4 

Year 2 

24 – 26 years old 

27 years old and above 

Faculty of Entrepreneurship and Business (FKP) 

Faculty of Hospitality, Tourism and Wellness (FHPK) 

Faculty of Data Science and Computing (FSDK) 
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Programme  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Bachelor of Business Administration (Islamic Banking and Finance) with Honours - SAB  

Bachelor of Entrepreneurship (Commerce) with Honours - SAK  

Bachelor of Entrepreneurship with Honours - SAE 

 Bachelor of Entrepreneurship (Logistics and Distributive Trade) with Honours - SAL 

 Bachelor of Entrepreneurship (Retailing) with Honours - SAR 

 Bachelor of Accounting with Honours - SAA 

 Bachelor of Entrepreneurship (Tourism) with Honours - SAP 

 Bachelor of Entrepreneurship (Hospitality) with Honours - SAH 

 Bachelor of Entrepreneurship (Wellness) with Honours - SAS 

 Bachelor of Information Technology with Honours - SST 
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SECTION B: CYBER SECURITY AWARENESS 

The item below represent the level of cyber security awareness. Please tick your rating based 

on the scale below: 

1. Strongly Disagree 

2. Disagree  

3. Neutral  

4. Agree 

5. Strongly Agree 

 Strongly 

Disagree 

Disagree Neutral Agree Strongly 

Agree 

I am aware with the term cyber security       

I am aware of email/message from unfamiliar 

sender and decide to not open it 

     

I am aware of using backup software to back 

up my important data 

     

I am aware of Islamic digital banking service 

that expose to cyber security risk  

     

Cyber security risk includes phishing and 

malware 
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SECTION C: KNOWLEDGE 

The item below represent your knowledge of technology, information, experience and 

attitude of internet users. Please tick your rating based on the scale below: 

1. Strongly Disagree 

2. Disagree  

3. Neutral  

4. Agree 

5. Strongly Agree 

 Strongly 

Disagree 

Disagree Neutral Agree Strongly 

Agree 

My skill and knowledge in Islamic digital 

banking service is limited   

     

My skill and knowledge in cyber security 

awareness is limited 

     

I have knowledge to use Islamic Digital 

Banking services 

     

I know it is better to use Islamic digital 

banking in conducting my banking activities 

     

I am interested to know more about Islamic 

digital banking services 

     

 

 

 

 

 

FK
P



 

74 
 

SECTION D: INFORMATION 

 Strongly 

Disagree 

Disagree Neutral Agree Strongly 

Agree 

The information about cyber security 

awareness guide me to solve the difficulties 

on Islamic digital banking services 

     

I am cautious about receiving phishing 

attempts or email scams aimed at stealing my 

personal information 

     

Bank’s cyber security notification help 

enhance the security of my account 

     

Islamic digital banking consistently reminds 

me to stay alert from potential cyber security 

     

I regularly change my password on digital 

banking services to avoid unauthorized 

access and enhance security  
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SECTION E: EXPERIENCE 

 Strongly 

Disagree 

Disagree Neutral Agree Strongly 

Agree 

I will never provide my personal information 

whenever I received calls from personal 

numbers that declare themselves from 

banking organization  

     

For me, the Islamic digital banking services 

platform can be trusted all the time 

     

The Islamic digital banking services provides 

easy to access the platform 

     

The Islamic digital banking services will not 

simply withdraw my money 

     

The Islamic digital banking services has a 

high level of integrity  
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SECTION F: ATTITUDE 

 Strongly 

Disagree 

Disagree Neutral Agree Strongly 

Agree 

I would prefer using digital banking rather 

than traditional banking 

     

I will feel confident when I use the Islamic 

Digital Banking services for my transaction 

     

I believe using digital banking transaction is 

a highly secured 

     

The Islamic digital banking services platform 

makes the transactions faster and reliable  

     

Islamic digital banking services is user 

friendly 
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The number of student in Faculty of Entrepreneurship and Business 

 

 

The data of Faculty Hospitality, Tourism and Wellness 
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APPENDIX B 

GANTT CHART (PPTA 1) 

                                            Week 

             Activities  

1 

 

2 3 4 5 6 7 8 9 10 11 12 13 14 15 

Distribution of PPTA activities, guidelines 

and rubrics  

               

Students meeting with supervisor  

Briefing of PPTA I 

               

Database searching and reference manager 

class at the library 

               

Discussion and selection research topic 

Discussion Chapter 1 : Introduction 

               

Starting up to writing for chapter 1 & 2                

Continue writing in chapter 2 & 3 

Review correction for chapter 1 until 3 

               

Final review of the research project proposal 

draft 

               

Submission of proposal draft to supervisor                 
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Correction of the draft proposal                 

Submission report to supervisor and 

examiner  

               

Online presentation                 

Final editing of the proposal                 
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GANTT CHART (PPTA II) 

                                            Week 

             Activities  

1 

 

2 3 4 5 6 7 8 9 10 11 12 13 14 15 

Division of groups, supervisors and 

examiners for certain groups 

               

Briefing of PPTA II                

Preparation for data collection                

Distribute questionnaire and collect data                 

Start writing for chapter 4                

Proceed writing for chapter 5                 

Writing final reports and posters                

Submission of proposals and posters to the 

supervisor for review purposes 

               

Send a soft copy of the poster to the 

supervisor for review and correction 
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Send the complete poster in Google drive to 

supervisors, evaluators and PPTA 

coordinators 

               

Continuation of writing final reports and 

papers in the final stage 

               

Preparation of the poster presentation to the 

physical colloquium 

               

Physical Colloquium Poster Presentation                

Submission of the draft Final Report of the 

Research Project and Article to the 

supervisor. 

               

Final editing of the proposal                

Collection of final report to PPTA2 

coordinator  
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